NHCTPYKIMUA
10JIL30BaTe sl 110 pad0Te ¢ NEPCOHAIBHBIMH JAHHBIMH

l. OBIIME ITOJIOXXEHUW A

1.1. Hacrosmas WHCTpykiusi ompenenser ooOmue mpaBuwia padboThl
cotpyauukoB ['TIOY «CJIT» ¢ nepcoHanbHBIMU JaHHBIMHU.

1.2. IlepcoHanbHBIE MaHHBIE B DJJIGKTPOHHOM BHIEe oOOpabaTbiBaeTCS B
MH()OPMAIIMOHHBIX CHUCTEMAax IMEPCOHANBHBIX JaHHBIX. TaKKe YCTaHABJIMBAECTCS
0COOBII MOPSAIOK 00paOOTKM U XpaHEHUS MEPCOHAIBHBIX JAHHBIX, COAEPKALIIUXCS
Ha OYMaKHBIX HOCUTEIISIX.

1.3. ITonb3oBateneM sBasiercss Kaxabld  corpyaHuk [TIOY  «CJITy,
YUYacTBYIOIIMM B paMKax CBOUX ()YHKIIMOHAJIbHBIX O0S3aHHOCTEW B Ipolieccax Kak
aBTOMATU3HPOBAaHHONW 00pabOTKH, Tak U 00pabOTKU Oe3 MCIIOJBb30BaHMS CPEICTB
aBTOMAaTU3allMH NIEPCOHAIBHBIX JAHHBIX, @ TAKKE€ MMEIOLIUI JOCTYI K alllapaTHbIM
CpeICTBaM, MIPOrpaMMHOMY OOECHEUEHHUI0, HOCUTENIAM MH(POpPMAUU U CpeACcTBam
3aIUTHI.

1.4. Tlonb3oBarenb B CBOeM paboTe PYKOBOJACTBYETCS  HACTOSIICH
Wucrpyknuen, [IpaBunamu oOpabOTKH NMEPCOHANBHBIX JAHHBIX, PYKOBOJAIIMMU U
HopMmaTuBHBIMU JoKymeHTamMu PCTIOK Poccnn m ®CH Poccum u apyrumu
nokymeHntamu ['TIOY «CJIT», permameHTUpYOIUMH 00pabOTKY MNEepCOHATbHBIX
JAHHBIX.

1.5. Meroanueckoe pyKoBOACTBO 1o pabote Ilonb3oBaTens ocymecTBiaseT
OTBETCTBEHHBIN 32 OpraHu3alrio 00pabOTKU MEPCOHABHBIX TaHHBIX.

I. TEPMUWHBI 1 OIIPE/IEJIEHA

2.1. TlepconanbHble nqaHHBIC — JT00as HHPOPMAITUS, OTHOCAIIAAICS K MPSMO
WIM KOCBEHHO ONPEICICHHOMY, WM OIpeaensieMoMy (U3NYECKOMY JIUILY
(cyOBeKTy MepCOHANIbHBIX JaHHBIX).

2.2. OO0paboTka mepcoHATBHBIX JaHHBIX — JIFOOOE JeicTBUE (OoTepalus) uin
COBOKYITHOCTb JCHCTBUI (omepaliuii), COBEpIUIAEMbIX C HCIOJIb30BAHUEM CPEJICTB
aBTOMATH3allUd WM 0€3 UCIHOJb30BaHUS TAaKUX CPEICTB C NEPCOHAIBHBIMU
JaHHBIMHU, BKJIOYas cOOp, 3amMch, CUCTEMATH3allMI0, HAKOIUICHHE, XpaHEHUE,
yTouHeHue (OOHOBJIEHHE, W3MEHEHHE), HW3BJICUCHME, MCIIOJIb30BaHME, Mepeaaydy
(pacpocTpaHeHue, MPeAoCTaBICHUE, JOCTYI), 00€3NUYUBaHUE, OJIOKHpOBaHHE,
ylajeHue, yHHUTOKEHUE TIePCOHAbHBIX JaHHBIX.

2.3. ABTOMaTH3MpOBaHHas 00pabOTKa MEPCOHAIBHBIX JaHHBIX — 00padOTKa
MIEPCOHANBHBIX JAHHBIX C TOMOIIBIO CPECTB BEIYUCITUTEILHON TEXHUKH.

2.4. PacnpocTpaHeHre MepCOHANbHBIX TaHHBIX — JACUCTBUS, HAPABIICHHbBIE
Ha PACKPBITHE MEPCOHANIBHBIX JAHHBIX HEOIPEAEICHHOMY KPYTY JIUII.



2

2.5. IlpenocraBieHue MepCOHANBHBIX JAHHBIX — ACHCTBUS, HapaBlICHHbIE
Ha PACKPBITHE MEPCOHAIBHBIX JAHHBIX ONPEACICHHOMY JIUILY WJIM ONPEICICHHOMY
KpYTY JIMII.

2.6. Wudopmanmonnass cucrema nepcoHanbHbix naHHbIXx (MCIIJH) —
COBOKYITHOCTb COJIep)Kaluxcsa B 0a3aXx JaHHBIX [EPCOHAIBHBIX JAHHBIX H
00ecreunBaIUX UX 00pabOTKy MH(MOPMALMOHHBIX TEXHOJOTUNH M TEXHUYECKUX
CPEICTB.

2.7. ABromatu3upoBaHHoe pabouee w™mecto (APM) — mporpamMmmHo-
TEXHUUYECKUNA KOMIUIEKC, MOCPEACTBOM KOoTOporo Ilosib30Baresns BBINONHSIET CBOU
JOJKHOCTHBIE OOS3aHHOCTH (IIEPCOHATIBHBIA KOMIBIOTEP, HOYTOYK, TEpMHHAN H
T.IL.).

2.8. HecankuumonupoBannbii jgocryn (HCJl) — moctyn x uHdopmanuu,
HapyIIAIOMUNA TMpaBUiia pa3rpaHUYEHUs] JIOCTYNa C HCIOJb30BAHUEM IITATHBIX
CPEICTB, NPEIOCTABISAEMBbIX CPEACTBAMHU  BBIYUCIUTEIBHOW TEXHUKU WM
aBTOMAaTU3UPOBAHHBIMHU CUCTEMaMHU.

2.9. IlocropoHHue mnuua — JHIa, KOTOpble HE HUMEIOT IIpaBa
CaMOCTOSITENILHOTO ~ JIOCTylla B IOMeElleHHe U (WiM) He MMEIT [pasa
camocrositenbHoro jgoctyna B MCIIJIH u (unum) HEe UHMEIOT J0mycKa K
MIEPCOHAIBHBIM JTaHHBIM.

2.10. CpenctBo 3amuThl WHGOPMALIMKA OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA
(C31U or HCJ) — mporpaMMHOE, TEXHHYECKOE WM IPOrpPaMMHO-TEXHUYECKOE
CPEICTBO, HANpPAaBIIEHHOE Ha MPEIOTBPAICHHE WM CYIIECTBEHHOE 3aTPyIHCHHE
HECaHKIIMOHUPOBAHHOTO JOCTYMAa K HH(OpMAIIHH.

1. OBA3AHHOCTU ITOJIb3OBATEJIA

3.1. He pazrnamars nepcoHaibHbIE JAHHBIE, KOTOPHIE OYAYyT JOBEPEHBI UIIH
CTaHyT MU3BECTHBI B X0JI¢ pab0yero Npouecca BO BpeMsl BBIIIOJHEHHUSI JOKHOCTHBIX
(I1O0rOBOPHBIX ) OOSI3aHHOCTEH.

3.2. He cool0maTh yCTHO WJIM NMHCHbMEHHO, HE TIEpelaBaTh B KaKOM-JTHOO
BUJIE TPEThUM JIMIIAM U HE PACKpbIBaTh MyOJMYHO IEPCOHAIbHBIE IaHHbIE Oe€3
coOTBETCTBRYIOMIETO pa3pemenus aupekropa I'TIOY «CJIITy.

3.3. 3HaTh W BBINOIHATH TPEOOBAHUS 3aKOHOATEIBHBIX aKTOB Poccuiickoit
Qenepanuu, Hacrosmew WHCTpyKIMM H  APYIMX BHYTPEHHHUX JIOKYMEHTOB,
perJaMeHTUPYIOIIUX MOPsI0K 00pabOTKU MEPCOHANBHBIX JaHHBIX.

3.4. Bemonusate Ha APM ToibpK0 Te mporeaypsl 00paboTKH MEepCOHATBHBIX
JAHHBIX, KOTOPBIE ONPEACIICHbI JOHKHOCTHON MHCTPYKIIMEH.

3.5. 3Hatb W coONIOJIATh YCTAHOBJIEHHbIE TpeOOBaHUA O0OpPabOTKH
NIEPCOHANBHBIX JaHHBIX, YUETY, XpaHECHHUIO U TIEPeChlIKe HOCUTENeH MHpOopMaIuy,
obOecrieueHuto0 0€30MacHOCTH NEPCOHATBHBIX JTAHHBIX.

3.6. Hcnomp3oBaTh [UIsi XpaHEHHS TEPCOHAIBHBIX TaHHBIX  TOJBKO
OTpe/ieTICHHbIC MECTa XPaHEHUS U YITCHHBIE HOCUTENN MTEPCOHATBHBIX JTaHHBIX.

3.7. HeszamemnutenbHo, B KpaTdaiiimme cpoku, coodmars [ TIOY «CJIT» 06
yTpaTe WM HEAOCTaue HOCUTENeW HHQPOpMAIUH, YJOCTOBEPEHMI, MPOITYCKOB,
KJIIIOYEHl OT MOMEIICHNH, XpaHWIHIL, cei(poB U 0 APYyrux (akrax, KOTOpble MOTYT



MPUBECTHU K Pa3MIIAIICHUIO MEPCOHATBHBIX JAHHBIX.

3.8. Ilpu mpekpaieHnn padoT (TPYyJAOBbIX OTHOIIEHUI) BCe MaTepHaTbHBIC
HOCHUTEIIM, COJEpKalllie TNepCcOoHaJIbHbIe AaHHbIC ((el-HaKOMUTEIH, TUCKETHI,
ONTUYECKHUE TUCKH, JOKYMEHTbHI, YEPHOBUKHU, paclieyaTKU Ha MPUHTEpaxX, KUHO- U
dboToMaTepuabl, MOJICTH, MTPOMBIIIUICHHBIC 00pa3Iilbl U Mp.), epeaaTh TUPEKTOPY
[TIOY «CJIT»

3.9. CoOmonats TpeOOBaHHS TAPOJILHON MOJUTUKH (pasuen 4).

3.10. CoOuroath TpeOOBaHHS aHTUBUPYCHOM 3aIIUTHI (pas3aen 5).

3.11. Tlonmwp3oBarenu, uMmeromue BbIxoJ B MHTepHET, 00s3aHBI COOIIOIATH
mpaBuia TpU pabdoTe B CETSIX CBA3M OONIETO TMOJB30BAaHUA W (MJIM) CETIX
MEXKIyHApOIHOro HHGOPMAIMOHHOIO oOMeHa (paszen 6).

3.12. Ilonp3oBaTenu, paboTalIIKe C JJICKTPOHHON  IOANUCHIO WU
UCIIOJNIb3YIONIHE MudpoBaHue, 00s3aHbl coOmoaaTh MHCTPYKIIMIO MO OOpalieHuIo
CO CpeACTBaMU KpUIITOTpaduuecKon 3auThl THHOPMAIIUH.

3.13. Dkpan MOHUTOpa B MOMEIIEHUH pacrojiaratb BO BpeMs pabOThI Tak,
YTOOBl HCKJIIOYAIaCh BO3MOKHOCTh HECAaHKIIMOHUPOBAHHOTO O3HAKOMJICHHS C
oTOOpakaeMoi Ha HUX WH(OpMaIel TOCTOPOHHUMHU JIMIIAMH, IITOPHI HA OKOHHBIX
npoeMax JOJKHBI ObITh 3aBelllaHbl (KaTI03U 3aKPHITHI).

3.14. O60 Bcex BBISBICHHBIX HAPYIICHUAX, CBS3aHHBIX C TOPSIKOM
00pabOTKM TMEePCOHAIBHBIX TAHHBIX, & TAKXKe I TOTYYCHUH KOHCYJIbTAIUHA 10
BOIpocaM 00pabOTKU TEPCOHANBHBIX JaHHBIX, HEOOXOAUMO oOpamarbCi K
OTBETCTBEHHOMY 3a OPTaHU3aLMI0 00paOOTKM MEPCOHABHBIX JAHHBIX.

IHoab30BaTes M 3anpenaercs:

3.14.1. Hapymate ycranoBiennsie B ['TIOY «CJIT» uHCTpyKIMM M0
paboTe C MEPCOHAIBHBIX JAHHBIX.

3.14.2. Hcnonb30BaTh KOMIIOHEHTHI IMPOTPAMMHOIO M almapaTHOTro
ob6ecnieueHust [ TIOY «CJIT» B HeclTyKeOHBIX LIEIISX.

3.14.3. OcraBnsiTh  cBOe  pabouee  mMecto  0e3  MPUCMOTPA,
MpEeABapUTEIIbHO HE 3a0J0KMpOBaB (IITAaTHBIMH CPEICTBAMH  OIEPAIIMOHHOMN
cucrembl Windows — komOunarmer knasum [WIN] + [L] wiu [CTRL] + [ALT] +
[DEL] ¢ nmanpHEHIIMM Ha)KaTUEM KHONKK «bBIOKHpOBKa» MOSIBUBLIETOCS MEHIO,
aM00 TpM  TOMONIM  INTAaTHBIX  CPEJACTB  3alUThl  WH(OpMAIMu  OT
HECaHKIIMOHUPOBAHHOTO JOCTYyTA NP UX HATHYNN).

3.14.4. OctaBnsaTe 0€3 MPUCMOTpa WIM HEyOpaHHBIMU B XpaHUIIUIIA
(wkad, ceitd) HOCUTENU WM TOKYMEHTBI, COACpKAIIUE IEPCOHATBHBIEC TAHHBIE.
3.14.5. 3anuchIBaTh U XpaHUTh MEPCOHAIBHBIE TAHHBIE HA HEYYTECHHBIX

HOCUTEISAX HHGOpMAIUK (ONTHYSCKUX TUCKaX, THOKMX MarHUTHBIX JHUCKaXx, (ier-
HaKOIUTEJSX U T.I1.).

3.14.6. CaMOBOJIBHO U3MEHSATH COCTaB U KOH(UTYpAIIUIO UCIIOJIb3YEMbIX
MIPOTPaMMHBIX, allllapaTHBIX, IPOrPAaMMHO-ANIapaTHBIX CPEJCTB, CaMOBOJIBHO
yCTaHaBJINBAThH IPOTPaMMHOE obecrieueHue, OTKJIFOYAThL/TIOAKJTIOYATh
000py0BaHUE WIIH U3MEHSTH PEXKUMBI €r0 PabOTHI.

3.14.7. CamoBosibHO moakiarouath APM wnu apyrue cpenactsa k JIBC
['AY PK «IIUT», uzmensts [P-anpec, MAC-aapec u nabie HacTpoliku cetu APM.
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3.14.8. [Ipou3BoaWTh  NEUCTBUS, HAMpaBJICHHbIE HAa  IOJyYCHHE
HECaHKIIMOHUPOBAHHOTO focTtyna K APM u cepBepam, paBHO Kak U JIIOOBIM JPYTUM
y3nam JIBC I'TIOY «CJIT» unu UHTEPHET, B TOM YHCIIE:

- NEUCTBUA, HalpaBJICHHbIC Ha HapylleHue HOPMAaJILHOTO
(YHKIIMOHUPOBAHUS  DJIEMEHTOB CETH  (KOMIIBIOTEPOB, JPYrOro  CETEBOTO
000pyIOBaHUS WJIK IPOTPAaMMHOTO OOeCTieueHus);

- YCTaHOBKA MIPOrPAMMHOI0 00ECIIEYEHHMsI, OCYIECTBIISAIOIIETO MepEeXBaT
uHpopmaruu (nHGOPMAITMOHHBIX MIaKETOB), aJpecoBaHHOMN JIPYTUM
MOJIb30BATEISIM;

- JICHUCTBUSA, HAMpaBJICHHbIE Ha TOJyY€HHE HECAaHKIIMOHWPOBAHHOTO
noctyna K “HGOPMAIMOHHBIM pecypcaM, B MOCIEAYIONIEM MCIOIb30BaHUU TaKOTO
JOCTYTIA;

- YHUUYTOXXEHHE, MOAM(PHUKAIUSA MPOTPAMMHOTO OOECHEeUeHHUsT WU
JaHHBIX 0€3 COrJacoBaHus C AUPEKTOPOM WM BIaJeIblaMH 3TOT0 pecypca;

— HOMBITKK MoAOOpa maposied K JitoObIM HMH(OPMALMOHHBIM pecypcam
METOJIOM INepedopa BcexX BO3MOKHBIX BapMAHTOB MapoJiei, JIn0O aTak o CJI0Baplo;

— YMBIIUICHHbIE  JIEHCTBUS IO  CO3/JaHUI0, HCIIOJIB30BAHUIO U
pacmlpoCTpaHEHUIO BPEJOHOCHBIX MPOTpPaMM, B TOM YHCJIE HaIpaBJICHHBIX Ha
MOJlyYeHHUE HECAHKIIMOHUPOBAHHOTO JOCTyNMa K JIIOOBIM HH(POPMAIMOHHBIM H
ciyke0HbIM pecypcaM (kak BHyTpH [TIOY «CJIT» Tak u BHE), 1u0O0 HA HapylICHUE
[ETTOCTHOCTH M pabOTOCIIOCOOHOCTH 3TUX CUCTEM;

— JEUCTBUA 110 CKAHUPOBAHUIO JIOKAJILHOM CETH C 1IEJIbI0 ONPEICICHUS €€
BHYTPEHHEH CTPYKTYpbl, CIHCKOB OTKPBITHIX MOPTOB, HAJUYUS CYIIECTBYIOLIUX
CEPBHUCOB U YA3BUMOCTEM.

3.14.9. CaMOBOJIBHO ~ M3MEHATH  MApaMETPbl  CPEICTB  3AlUTHI
uHbopMaluu (B TOM YKCJIE U CPEICTB aHTUBUPYCHOM 3alUTHI), a TAKXKE 3aBEPILIATh
UX paboTy U (WJIK) CAMOCTOATENbHO UX YCTaHABINBATb.

3.14.10. CamMocTosTENBHO pa3pabaThIBaTh WIH UCII0JIb30BaTh
HEperjaMeHTUpoBaHHble (0€3 pas3pelleHus ITUPEKTOpa, HE OTHOCSUIMECS K
MIPOU3BOICTBEHHOMY IpOILIECcCY) NporpaMmbl (Hampumep: Urpsl; |M-kinenTsl, Takue
kak Google Messenger, |CQ u T.11.; P2P-kimuentsr: Kazaa, eMule u 1.1m.).

3.14.11. PazpemaTs mOCTOpOHHUM JIUIIaM padOTaTh MOJ CBOEH y4ETHOM
3anuceio B UCIT/IH.
3.14.12. [lepecbinaTh mMepcoOHANbHBIE JIaHHBIE IO KaHAJIaM CBSI3U B

OTKpPBITOM BHJIE, B TOM unciie MIHTepHeT, no Tenedony, Gpakcy, 3IeKTPOHHON MMOYTe
U T.10. (0€3 UCTIOh30BAHUS CPEACTB MH(PPOBAHHS).

3.14.13. [TosryuaTs AOCTYMN K MEPCOHATBHBIM JaHHBIM C pabO4YHUX MECT, HE
000pyI0BaHHBIMH HEOOXOIUMBIMU CPEJICTBAMH 3aIUTHI HH(OOPMAITIH.
3.14.14. CaMOBOJIBHO CO3/1aBaTh COBMECTHO MCIIOJIb3yEMbIE CETEBbBIC

pecypcehl (Tanku 00IIero J0CTyIa) Ha CBOMX KOMITBIOTEpax U (pailioBBIX cepBepax,
HECAaHKIIMOHUPOBAHHO YIAJSITh VI U3MEHSATH TIpaBa JOCTYyIa K HUM.

3.14.15. B ciydae BO3HUKHOBEHUS JTHOOBIX MEXaHUYECKUX
HEUCTIPAaBHOCTEW B 00OPYIOBAaHUH OCYIIECTBIISITH CAMOCTOSTEIbHBIC MOMBITKA UX



YCTPaHEHHUS.

3.14.16. [IpenarcTBOBaTh JOJDKHOCTHBIM  JIMIIAM IIPU  MPOBEIACHUHU
NPOBEPOK U  CIY)KEOHBIX  paccielOBaHU, CBA3aHHBIX C OOECIeUYeHHEM
0e30macHOCTH HH(pOPMAITUH.

3.14.17. Y 1anate Wik UCKakaTh MPOTPaMMBbI U (ailiibl C IEPCOHATBHBIMU
JTaHHBIMA U WHOM BakHOW WH(pOpManued (Hampumep, CHCTEMHOM, HEOOXOAUMOM
i yaxkauonupoBanus UCIIH).

3.14.18. YMBILIJIEHHO UCIIOIB30BATh HEJOKYMEHTHUPOBAHHBIE CBOMCTBA U
OMOKKM B MPOTPAaMMHOM OOECIICUEHUM WJIM B HACTPOMKax CpPEJCTB 3alllUTHI,
KOTOpbIE MOTYT TIPUBECTH K BO3HMKHOBCHHIO BHEITaTHOW cutryaruu. OO0
O0OHapy>KeHUU TAKOT'O POJ/ia OIIMOOK — CTABUTh B U3BECTHOCTh PYKOBOJUTENSI CBOETO
MOJpa3/ieNIeHuss W COTPYJHUKOB, OTBETCTBEHHBIX 3a YCTAaHOBKY U (WJIN)
COIIPOBOXACHHUE TMPOTrPaMMHOr0O obecrneueHuss (AAMHUHHCTpaTOopa O€30MaCHOCTH
MEPCOHANIBHBIX JaHHBIX B HH()OPMAIMOHHBIX CHUCTEMAaX MEPCOHATBHBIX JAHHBIX
(manee - aTMHHUCTPATOP OE30MACHOCTH)).

3.14.19. ITonkmouare k JIBC TTIOY «CJIT» nuuHble CpeacTBa
BBIYHMCIIUTENILHON TEXHUKU: HOYTOYKH, KapMaHHBIE KOMIIBIOTEpPBI, CMapT(OHBI U
T.I., @ TaKXe JMYHblE HOCUTENW U HakonuTenn wuHpopmamuu. B ciyuae
HEOOXOJMMOCTH TMepeHoca HHGPOpMAIMU C JIUYHBIX HOCUTENed HuH(popMaIuu
o0OpaiaTbcsi K OTBETCTBEHHBIM.

V. I[TAPOJIBHAA TTOJIMTUKA
4.1. O0mue TpeOOBAHMS K MAPOJIAM:
— MunumMmansHOE TpeboBaHUE: OyKBEeHHO-IIUGPOBOI MapoJb.
KenaTenbHO UCHOIB30BATh OYKBBI B BEPXHEM HMJIM HHIKHEM PETUCTpaXx, LUl WU
crieranbHbie CuMBOIIBI (Hampumep: ~! @ #$ % N&* () _-+=|\?2/.,:5° 11 {}

<>.HT.IL).

— MuHuManbeHas JJIMHA Maposist: He MeHee 6 (11eCTH) CUMBOJIOB.

— MaxkcumanbHbIN CpOK AercTBUS aposis: 90 cyTok.

— 3amnper UCIOoJIb30BaHUsI TPEX PAHEE UCTIOJIB30BABIINUXCS MAPOJIEH.

- [Tapons Ilonb3oBaTens HeE JOJKEH BKJIOYaTh B ce0S  JIETKO
BBIYHCIIIEMbIC COYETAaHUS CHUMBOJIOB, OOIIETIPUHSATHIC COKpAICHUS, WMEHa,
dbaMuuu, TOHKHOCTH, TOJ POXKIICHUS, HOMED MAcCIopTa, TaOeIbHBI HOMEP, UHYIO
uHpopmaruio o [lomp3oBarerne, JOCTYIHYIO APYTUM JIUIIAM.

— 3anpemaeTcss MCIOJIb30BaTh B KAyeCTBE Mapojisi OAWH U TOT IXKe
MOBTOPSIOIIMICS CHUMBOJI JIUOO TMOBTOPSIONIYIOCS KOMOMHAIIMIO M3 HECKOJBKUX
CHUMBOJIOB.

— 3ampenaeTcss HMCMOJIb30BaTh B KayecTBE Mapojii KOMOMHAIIUIO
CUMBOJIOB, HaOHWpaeMbIX B 3aKOHOMEPHOM TIOPSIKE Ha KIaBHAType (Hampumep:
1234567, qwerty u T.11.).

4.2. llpaBujia UCHOJIb30BAHUS MAPOJIeii:

- XpaHHUTh B TallHE CBOM Mapoiib, HE COOOIIAThH €r0 APYTUM JIUIIAM.

— He npenocraBnars nocryn B WCIIJIH apyrum jaunaMm MoJ CBOEH



YYETHOM 3alKChIO U MMAPOJIEM.

- N3meHsaTh CBOM Mmapoiib IpH MEepBOM TPEOOBAHUM MOJIUTHKH Maposiei
oneparnoHHou cuctemsl u/nmu UCIT/IH.

- Bo Bpems BBoJa maposieid HEOOXOAUMO UCKIIOUNUTHh BO3MOXXHOCTH €r0
NOJCMATPUBAHMS IOCTOPOHHUMHU JIMIAMH WM TEXHUYECKUMHU CpPEICTBAMHU
(BUIIEOKAMEPBI U JIP. ).

- 3anpemaercss 3anuchlBaTh CBOM NApOJIM B OYEBUAHBIX MECTax,
BHYTPEHHOCTU sfIMKAa cTOjda, Ha MoHuUTOope APM, Ha oOpartHON cTOpOHE
KJIaBUATyphl U T.1.

- 3anpemaercs XpaHUTh MApOJid B 3alMCAHHOM BHJI€ HA OTAEIIBHBIX
auctax Oymaru.

4.3. Cmena, ynajeHue JHYHOro mnapouas Jwodoro Iloab3oBartens
NPOM3BOAUTCH B CJAEAYIOIIMX CIyqasix:

- B CJIy4ae MOI03PEHUSI HA KOMIIPOMETALUIO MTApOJIs;

- 10 OKOHYaHUU CPOKa JICUCTBHUS;

- B CIy4yae IMpeKpalleHus MNOJHOMOYMi (YyBOJIbHEHHME, MEpeXoJ] Ha
npyryio  pabory BHytpu [TIOY «CJIT») Ilomp3oBatens mocie OKOHYAHUS
MOCJIETHETO ceaHca paboThl B MHPOPMALIMOHHBIX CUCTEMAaX MEPCOHAIbHBIX JTAHHBIX;

— M0 YKa3aHHUIO OTBETCTBEHHOI'O 33 OPTaHM3al1I0 00PaOOTKH MEPCOHATBHBIX

JAHHBIX.

4.4. Tlpu yBOJIBHEHHMM, NEPEXOJ€ HAa HOBYIO JODKHOCTH COTPYAHHMKA,
MMEIOLIETO JIOCTYII TOMHMO CBO€W YYE€THOM 3alluCu K JpPYTMM pecypcam
(MeceTeBble 3KpaHbl, MAPIIPYTU3ATOPBI, CEPBEPHI, IPYTHe YUETHBIE 3aUCH U T.I1.)
TaK)Ke MPOU3BOAUTCS BHEIJIAHOBAsI CMEHA NapoJiel K TAKUM pecypcam.

V. HHPUMEHEHUE JIMYHbIX WIEHTUOUKATOPOB B
NHOOPMAIIMOHHOM CUCTEME IIEPCOHAJIBHBIX JTAHHbBIX

5. IlpuBszky wuneHTu(dukaTopa K TOJB30BATENIO (YYETHOW 3aIlUCH)
BBITNIOJIHAET aIMUHUCTPATOP O€30MaCHOCTH.

5.1. Tlonb3oBarenmu WCIIJIH momy4yaroT cBOM wuaeHTUUKATOD ¥
aJIMUHUCTpaTopa 0€30MaCHOCTH.

5.2. INonb3oBatens UCIIJIH 00s13aH XpaHUTh CBOW JIMYHBIN UACHTUPUKATOD B
HEJOCTYIHBIX JUIsl IPYTUX COTPYIHUKOB XPAHUIIUIIIAX.

5.3. Tlonwe3zoBaremo WCII[IH 3ampemniaercss mnepenaBaTb CBOW  JIMYHBIN
UAeHTU(UKATOP.

5.4. B cnyuae yrepu JuvHOTO wuaeHTHU(uKatopa, monb3oBatens WCIIIn
JOJDKEH HEMEJUICHHO JIOJNIOKHTh 00 OSTOM aJIMUHHUCTpaTopy O€30macHOCTH
uH(bOopMaIuu.

5.5. B cnydae mpekpallleHusi MOJHOMOYUN YYETHOM 3aluCH IOJIb30BaTeNs
WUCII[In (yBoibHEHHE, Mepexoa Ha Jpyryro paboTy, B Jpyrol oOTaen WiH
NOMEIIEHUE, a TaKKe Jpyrue OoOCTOSITeNhCTBA) y4UeTHAas 3allUCh JOJDKHA OBITh
yaaneHa, a e€ uACHTU(PUKATOP JOJKEH ObITh CIaH aJMUHUCTPATOPY O€30MaCHOCTH
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MH(pOpMaIMKU NIOCI€ OKOHYAHUS TOCIIEIHEr0 ceaHca paboThl JAHHOTO MOJIb30BaTENs
B UCII/IH.

5.6. B cimyyae KOMIIpOMETaluu WIM YTEpPU JHMYHOTO HAECHTU(UKATOPA
II0JIb30BATENsl CIIEUUAINCTOM I10 3aIIUTe UHPOPMAIUKU JOJIKHBI OBITh HEMEJIEHHO
NPEANPUHATE MEPBI B COOTBETCTBUH C I1. 5.7 HacTosuieil MHcTpykumu.

5.7. AnmuHuctpaTop 0€30MacHOCTH WHMOpPMAIMU JOJDKEH MPOBECTH
CIly)keOHO€  pacciefoBaHWE Uil  BBUICHEHHS  IPUYAH  KOMIIPOMETALIMH
uAeHTU(UKATOpA C LETbI0 BRIPAOOTKH HOBBIX WJIM COBEPUICHCTBOBAHMS MPUHATHIX
TEXHUUYECKUX U OPTaHU3ALMOHHBIX MEp MO YCTPAHEHUIO TAaKOM yrpo3sl B OyayIeM,
a TakXKe BBUSICHEHUIO BEJIMYHMHBI yIIepOa, KOTOPBIH MOXET ObITh HaHECEeH
COOCTBEHHUKY MH(OPMALIMOHHBIX PECYPCOB.

VI. AHTUBHUPYCHAA 3AIIIUTA

6.1. B cmyuae OoTCyTCTBHUS IITAaTHBIX (YHKIMI AaHTUBHPYCHON MPOTPAMMBI,
IpeIyCMaTPUBAOIINX aBTOMATHUECKYIO MpoBEpKY (haiinos, [lonas3oBarens 00s3aH
OCYUIECTBJISATH IPOBEPKY (HAIIIOB, OTydYaeMbIX:

— IO DJIEKTPOHHOM I10YTE;

— uepe3 cetb MHTEPHET;

— Ha MarHUTHOM, ONTUYECKOM JIUCKE, (PIIeII—HAKOIUTETE;
— HWHOM ChEMHOM HOCHUTEJE HH(POPMALINH;

— TIOJY4YEHHbIE HHBIM CIIOCOOOM.

6.2. Ilepen oTKpeITHEM BIOXEHHS (CCBUIOK) YOEAUTHCS B TOM, 4YTO
OTIIpaBUTEIb IEHCTBUTENIBHO MOCNA] BaM 3TOT (aili, 1a)e eCv OH U JOJHKEH OblI
3T0 caenarb. llo3zBonuTte emy camu. He poBepsiiTe MMEHHM OTIIPABHUTENS U
yKa3aHHBIM B TEKCTE NMHCbMa HOMEpaM TeJePOHOB, a TAKKE JIMLaM, TO3BOHUBILIUM
BaM CaMOCTOSITEJIBHO € TPOCHOO0I OTKPBITH (haiiiIbl M IPOUTHU MO CCHLIKAM.

6.3. IToab30BaTe/ 10 3aMIpeniaeTcs:

6.3.1. OcymecTBnsiTh NEUCTBUSA, HANpaBICHHbBIE HA  BBIKIIOYCHHE
AHTUBUPYCHOU IPOTPAMMBI.

6.3.2. CamocrosiTenpHO ycTaHaBIuBaTh Ha APM nporpamMHoe o0ecrieueHue.

6.3.3. 3amyckarh (aitsibl, MOJIYyYSHHBIC TIO CETSAM CBSI3U (PJIEKTPOHHOM MOUTE,
WHTEepHET), CO ChEMHBIX HOCHTENCH, NaXke €CIM OHM TOJYyYeHbI MPOBEPEHHOIO
aapecara, 6e3 IpeIBapUTEILHON X MTPOBEPKU aHTUBUPYCHOU MTPOTPAMMOIA.

6.3.4. Ilpu BOBHUKHOBEHMHU MOA03PEHUS HA HAIMYNE KOMIIBIOTEPHOTO BUpYyca
(meTunuuHasi paboTa mporpamm, MosiBlieHne rpadudecKux U 3BYKOBBIX A (EKTOB,
WCKOKCHUA JaHHBIX, MpomnagaHue (HaiaoB, YacToe MOSBIECHUE COOOIEHUN O
CUCTEMHBIX ommubOkax u T.m.) [loap30Barens CaMOCTOSITENIBHO WM BMECTE C
orBeTcTBeHHbIM (CrHienManucTOM 1O 3amuTe WHPOPMAIWHU) IODKEH IMPOBECTH
BHEOYEPETHON aHTUBUPYCHBIN KOHTPOJIb CBOETO padOYero MecTa.

6.3.5. B ciyuyae oOHapyxeHUsi NpHU MPOBEIACHUM AHTUBUPYCHOU MPOBEPKHU
BUpYycHOTO 3apakenus [loab3oBarenu o0s3aHbI:

- PUOCTAHOBUTH PaboTYy;

- HEMEJICHHO TIOCTaBUTh B M3BECTHOCTh O (pakTe OOHAPYKECHUS
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BUPYCHOT'O 3apayKeHHsI OTBeTCTBeHHOMY (CIeIMaiucTy 1Mo 3aIuTe HHGOPMAIUH);
- COBMECTHO C BIIQJICBIIEM 3apa’KEHHBIX BUPYCOM (HaloB MPOBECTH
aHaM3 HE0OXOIUMOCTH JATBHEHIIIET0 UX UCTIOJIb30BAHUS;
— MIPOBECTHU JICUECHUE UIIM YHUUTOXKECHUE 3apaKeHHBIX (DAIIIOB.

VII. [HOPAAOK PABOTHBI B UCITJJH U CETU UHTEPHET

7.1. Moakmwouenne k UCII/In u cetu UnuTepHeT

7.2. llensro pabotsl [Tonp3oBatens B UCII[An u cetn MHTEpHET sBsieTCS
coop, 00pabOTKa, XpaHEHHWE TNEPCOHANBHBIX JAHHBIX, OOMEH JJIEKTPOHHBIMU
COOOIIIEHUSIMU B CITy>KEOHBIX I[EJIfAX.

7.2.1. Toctyn x UCII[In u cetu UnTtepuer npenoctanisercs [lomp3oBaTensam
TOJIBKO B TOM CIy4yae, €CJId ATO HE NPOTUBOPEUUT TPEOOBAHUAM HACTOSIIEH
NHcTpyKIuu ¥ MHBIMM  HOPMATUBHBIMH JIOKYMEHTaMH B O0JacTH 3allUThI
uHpopMaIuu.

7.2.2. Joctyn mnonws3zoBarenss k HWCII[H ans oO6paboTku mepcoHaTbHBIX
JAHHBIX TPOU3BOJUTCSA TOJBKO C pPabOYUX MECT, Ha KOTOPBIX YCTAHOBIICHBI
CpellCcTBa 3aIlUThl HH(MOPMAITUH.

7.2.3. OcHoBanueMm i nogakmodeHus corpynauka [TIOY «CJIT» k UCITTa
u cern VHTEepHET SsABISIETCS MOTHUBHpOBAHHAs 3asBKa OTBETCTBCHHOMY 3a
OpraHu3alui Oo0padOTKM TEPCOHAIBHBIX JAHHBIX OT HEMOCPEICTBEHHOTO
pykoBogutensi llonb3oBarens ¢ yKa3aHMEM MOJHOMOYMI JOCTyna K TaKuM
pecypcam U cepBUCaM.

7.2.4. OTBETCTBEHHBIN 3a OpraHM3aIio 00pabOTKM MEePCOHATBHBIX TAHHBIX,
aM00 COTPYIHUK, BBITIOJHSIOMMK €ro (yHKIHH, OpPraHU3yeT IOIKIIOUeHHUE K
UCIIAxn wmu cetn WurtepHer Ilosmb3oBareneil B YCTAaHOBJIEHHOM TMOPSAKE,
OCYIIECTBIISIET KOHTPOJIb Ha/I UCTIOJIh30BAaHUEM JIAHHBIX PECYPCOB U CEPBUCOB.

7.2.5. Tlocne BemmosHeHUsT 3amaHuss (OTBETCTBEHHBIM 3a OpraHHU3aIldI0
00paboTKH MEePCOHATBHBIX JTAHHBIX COOOIIAET MOJIH30BATEIIO BHITIOJIHEHUH 3a5BKH.

7.2.6. OcHoBanueM g OTKIOUeHHUs moib3oBateias or MCIIJIH m cetmn
HHTepHET SBASIOTCS CINEAYIOIINE COOBITUS:

— HapyIIeHWe WHCTPYKIIMA W WHBIX JIOKATBHBIX HOPMATHBHBIX aKTOB B
obsactu 3anuTel nHGopmatuu I'TIOY «CJITy;

— yBosibHeHue  [lonmb3oBaTtens, smbOO TEepeBOJ €ro B Jpyroe
noApa3/eacHue.

7.3. Tlopsinok pa6ornl B cetu UHTEpHeT

7.3.1. Ucnonws3zoBanue corpyanukamu [TIOY «CJIT» ceru WurepHer
JIOJDKHO ~ OCYIIECTBIISITBCS. UCKIIOUMTETLHO JIIT  BBITIOJIHEHUS  JTOJDKHOCTHBIX
00sI3aHHOCTEH.

7.3.2. Undopmanusi, odpazoBanHas (oOpasyromiasics) B Mporecce TPyA0BOM
nesitenbHocTH padotHrka ['TIOY «CJIIT» sBusiercst cooctBeHHOCThIO [ TIOY «CJIIT»
U HE TIOJJIC)KHUT WCITOJIb30BAaHUIO (B TOM YHCJIE HCIIONB30BAaHUIO B ceTH MHTEpHeET
WM C IOMOIIbIO ceTu HTepHET) B JIMUHBIX LENAX U (UJIK) B KOPBICTHBIX UHTEpECcax
JPYTUX JUIT (OpraHu3aium).
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7.3.3. Ilpu mpoBeneHUM TEXHUYECKUX pPabOT, CBA3AHHBIX C HACTPOUKOM
o00opya0BaHUS (KOMMYHHUKAIIMOHHOE o0opy0BaHUE, IIPOKCU-CEPBEPA,
MapuIpyTH3aTOPbI U T.IL.); B ciyvae OoOHapyKEeHUs MOMBITOK
HECaHKIIMOHUpPOBaHHOTO jJoctyna k HWatepHer-uuiozy, APM Ilonw3oBareneit
MOET IPOBOJAUTHCS BPEMEHHOE OTKItOueHHe llosib30BaTeneld OT CEpBUCOB CETH
WuTepuer (B ciydae IUIaHOBOTO OTKIO4YeHHs [lonp3oBaTenu yBeIOMISIOTCS 00
ATOM 3a0JIarOBPEMEHHO).

7.3.4. Best uHopMainusi o pecypceax, nocemaemsix corpyanukamu I'TIOY
«CJIT», mnporokosupyerca H, TMNPA HeOOXOAMMOCTH, MOXKeT OBbITh
NpeIoCTAB/IEHA PYKOBOAWTENSIM IMOAPAa3JeJieHuil, a TaK e PYKOBOIACTBY
I'TIOY «CJIT» pjs peTajJibHOTO W3y4YeHHMsI M NPUHSTHS PelIeHUs 0 Mepax
TUCHUILIHHAPHON OTBETCTBEHHOCTH.

7.3.5. IIpu pabote B cetn UnTtepuet Ilonp3oBarensm 3anpemniaercs:

- YMBIIIJIEHHOE PacHpOCTPaHEHUE U IOJYYEHHE MaTepuajioB B/U3 CETH
HNHTepHET, MPOTUBOPEYAIINX 3aKOHOAATENBCTBY Poccuiickoin ®enepannu, B TOM
YHUCJIe MAaTEPUATIOB, IPOIMAraHANPYIOIIUX HACUIINE WIIH SKCTPEMU3M; Pa3KUTaAIOIINX
pPacoByl0, HAallMOHAJIBHYIO WJIM PEIUTHO3HYIO BpaXAy; Pa3zbsACHAIOMIMX MOPSIOK
W3TOTOBJICHUS /WM TPUMEHEHUSI HAPKOTUKOB, B3phIBYATHIX BEILIECTB, OPYKHUS U T.
I.; MaTepHaJIOB MNOPHOIrpaUuecKoro xapakrepa; KOMIBIOTEPHBIX BHPYCOB H
JPYTUX BPEIOHOCHBIX MPOTrpaMM;

- nepeaaBath B ceThb MHTepHeT uWHQOpManuio, K KOTOpOH B
COOTBETCTBUM C 3aKOHOJATEICTBOM OTIPAaHWYEH JOCTYN (IIEPCOHAIbHBIE JAHHBIE,
cimykeOHast mHdopmalins) 6€3 COOTBETCTBYIOIIETO pPa3peIieHus,

— danscupunupoats  IP-ampec,  MAC-ampec, wuHbIE  ajapeca,
UCIIOJIb3yeMblE B CETEBBIX MPOTOKOJNAX, a TaKXKe Mpouylo HUHGOpPMAIUI0 TpH
nepeaaye JaHHbIX yepe3 ceTb MIHTepHeT.

- MPEeAOCTaBIATh AOCTYN B ceTb MHTEpHET co cBoel pabouell cTaHIUU
KOMYy-1100, B TOM 4YHCJIE€ MPOrpaMMHO-TEXHHYECKHUMH CIIOCOOaMH  uepes3
JOKaJIbHYI0  BBIUMCIUTENBHYIO ceTh ITIOY  «CJIT» (mampumep: myTem
HECaHKIIMOHUPOBAHHOM YCTAaHOBKM JIOKanbHOro HMHTepHeT-nut03a Ha pabouee
MECTO);

- nojlyyaTb JOCTyn K ceTd VHTepHeT moObiMH crocoOamu, He
PEAYCMOTPEHHBIMU JEUCTBYIOIUMHU JIOKATLHBIMU JOoKyMeHTaMu (MHCTpyKUIMSIMU,
[MpaBunamu, Pernamenramu ['TIOY «CJIT»);

- OCYUIECTBJISITh HECAHKIMOHHPOBAHHBIA JOCTYIl K pecypcaMm H
cepBucaMm cetu HTEpHET.

— BBITIOJIHATH JeicTBusa (B3moMm, DoS (otka3z B oOcmykuBanuu), ARP-
spoofing araku, CKaHUPOBAHUE JIOKATHHOW BBIUMCIUTEIHHONW CETH) HAMpaBICHHBIC
Ha HapyuIeHue (GyHKIHOHUPOBAHUS AJIEMEHTOB CeTH HUuTepHet
(KOMMYHHUKALIUOHHOTO o0opyaoBaHus, CEPBEPOB, pabouunx CTaHLNU,
MIPOTPaMMHOT0 00€CTICUCHUS ).

7.4. TlpaBuaa pa6ortsl [loab30BaTesieii ¢ 3J1eKTPOHHON MOYTOM:

7.4.1. TTonp3oBarenu 00s13aHBI MCIOJIB30BAaTh JJEKTPOHHYIO TOYTY TOJBKO
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JUTSL BBITIOJTHEHUS CITYKEOHBIX 00S3aHHOCTEH.

7.4.2. 3anipemiaeTcss  OTHPaBIATh  (Qailyibl, cojAep X alliue IepCOHAIbHbIE
JTAHHBIC B OTKPHITOM BHJI€ (HE 3a1IM(POBAHHBIC).

7.4.3. 3anperiaercs MaccoBasi pacchUIKa MOYTOBBIX cooOmieHuit (6osee 100)
BHEIIIHUM ajjpecaTaM 0e3 CorjaacoBaHUs C pyKOBOJICTBOM (criama).

7.4.4. 3anpeniaeTcs UCIOIB30BAaTh HE CBOM OOpaTHBIA ajpec MPHU OTIPaBKE
AJEKTPOHHOM MOYTHI.

7.4.5. 3anpemaercss OTHPABIATH MO 3JIEKTPOHHOM IOYTE MCHOJHSAEMbIE
Gaitel (0OBIYHO MMEIOT pacIIUpeHus exe, com, bat, S, vbS m T.m.). B cimyuae
HEOOXOJAMMOCTH OTIIPaBKH Takux (hailyioB, moMemaTh WX B apXWB U YCTAaHOBUTH
napoJb.

7.4.6. [Ipucoenunsiempie (ailyibl pEKOMEHYEeTCsI YIAKOBBIBATh B apXUB IPH
MOMOIIIY TTPOrPaMM-apXUBATOPOB.

7.4.7. KopriopaTuBHbIE PEKOMEHIAIIUN UCIIOJIb30BAHUS DJIEKTPOHHOM MOYTHI:

— BbI 0M1KHBI OKa3bIBaTh TO KE YBAKEHHE, YTO U MIPU YCTHOM OOIIEHUHU.

- Bbl 10DKHBI TIpOBEpATH MPaBONMUCAHUE, TPAMMATHKY W JIBaKIBI
MIEPEYUTHIBATH CBOE COOOIIICHHE MEepe]l OTIIPABICHHUEM.

- Bbl He TOKHBI y4acTBOBATh B PACCHUIKE MOCTAHUMN, IEPECHIIAEMBIX TIO
LENOoYKe (Yale BCero 3TO MUChMa PEIMTHO3HO-MUCTUYECKOTO, Pa3BIECKATEIbHOTO
COZICPKAHUS).

— Bl He g0mKHBI TO COOCTBEHHOW WHHUIIMATUBE IeEpechulaTh IO
MIPOU3BOJILHBIM aJIpecaM He3aTpeOOBaHHYIO0 HH(OPMAILIUIO.

— Bl He [OMKHBI pacchulaTh  COOOIIEHUS, KOTOpPBIE SIBISIOTCS
37OBPEIHBIMU,  PA3APAKAOIIMMUA WM COACPXAIIUMHU  yTPO3bl  JIPYTHM
M0JIb30BATEIISIM.

— Bl HEe JOMKHBI OTIPABIATH HUKAKUX COOOIICHHI MPOTUBO3AKOHHOTO
WJIM HEITUYHOTO COJICP KaHMUSI.

— Bbl  MOMDKHBI TOMHHTH, YTO DJIEKTPOHHOE TIOCIAHUE SIBIIAETCS
HKBHUBAJIEHTOM MOYTOBOW OTKPBITKH M HE JOJKHO HCIIOJIB30BATHCS IS MEPECHUIKH
MEePCOHATIBHBIX IAHHBIX 0€3 UCMOJIb30BAaHUSI CPEJICTB 3aIUTHI (IIHUGPOBAHUE).

— Bbl He MOKHBI MCHONB30BaTh MIMPOKOBEIIATEIBHBIE BO3MOYKHOCTH
AJIEKTPOHHOM MOYTHI 32 UCKITIOUEHUEM BBITTYCKA YMECTHBIX OOBSBICHU.

- Bbl He MOKHBI MCHOJIB30BaTh KOPHOPATUBHYIO JJIEKTPOHHYIO TOYTY
JUTSI TIOCTIAHUHM JIMYHOTO XapaKTepa.

- BBl 10JDKHBI HEYKOCHUTEIBHO COOJIFOATh MpaBHIa M MHCTPYKIMHU U
MIOMOTaTh aIMUHUCTpaTOpaM OOPOTHCS C HAPYIITUTEISIMU TIPABHIL.

VIIL. [HOPAJOK PABOTBI CO CbEMHBIMU HOCUTEJISAMUAU
NHOOPMAILINUA

8.1.ITox ucnons3oBanuem Hocutened nungopmaruu B UCIIu I'TIOY «CJIT»
noHuMaeTcsi ux noxakmodeHue k uHppacrpykrype UCII[IH ¢ nenbio 006paboTkwy,
npueMa/nepesayd  MHGOpPMALMKM  MEXKIY HWHPOPMAUMOHHBIMM CUCTEMaMH MU
HOCUTEJSIMU UH(DOPMALIHH.
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8.2.JlomyckaeTcd  MCHOJIb30BaHUE  TOJIBKO  YYTEHHBIX  HOCUTENEH
uHdopmaiuu, Kotopble sBisitorcs  coOctBeHHOcThio  [TIOY  «CJIT» wm
MOJIBEPTatoTCsl PEryJIsipHOM PEBU3UHU U KOHTPOJTIO.

8.3.Yuer u BbIJJa4y ChEMHBIX HOCHUTENEH MH(OpPMAIMU OCYIIECTBISET JUIIO,
OTBETCTBEHHOE 32 OpraHU3AIHI0 00pabOTKH NMEPCOHATBHBIX JaHHBIX. DaKT BhIIAYH
HOCUTENST PUKCUPYETCS B )KypHAJIE ydeTa MalllMHHBIX HOCUTENEH HHPOpMAITHH.

8.4.Ecmu nmoctyn k UCIIJIH mpou3BOAWTCS TMpH MOMOIIM TMEPCOHATBHBIX
unentudukaropoB (eToken, Rutoken, np.), To dakt momydeHus u craym JaHHBIX
UACHTU(DUKATOPOB 0053aTeNbHO (UKCHUPYETCS OTBETCTBEHHBIM 3a OPTaHU3AIIUIO
00pabOTKHU MEPCOHANBHBIX TaHHBIX, B COOTBETCTBYIOLIUX KypHAIaXx.

8.5.BO3MOXKHOCTh TMOAKIIOYEHHUS] HOCUTeNe uHpoOpMalMKu, a TakkKe
NOJy4YEHUE YUTEHHBIX HOcuTenel nHpopMauuu npenocrapisitores [lonb3oBarensim
110 MTHUIIMATUBE PYKOBOJIUTENEN CTPYKTYPHBIX MOAPA3ACICHUN B CIIydasX:

- HEOOXOAMMOCTH BBINIOJHEHUSI BHOBb MPHUHATHIM PAOOTHUKOM CBOMX
JIOJDKHOCTHBIX 00SI3aHHOCTEH;

- BO3HUKHOBeHU y [lonp30BaTens ciykeOHOU HEOOXOIUMOCTH.

8.6.ITpu mcoap30BaHMK HOCUTEICH HHPOPMAITMHA HEOOXOIMUMO:

- UCIIOJIb30BaTh ~ HOCUTENM  MH(OpPMAIMU  UCKIIOUHUTEIBHO  JUIS
BBITIOJTHEHUSI CBOUX CIIYKEOHBIX 00s13aHHOCTEH;

- OepeXHO OTHOCUTCSI K HOCUTEIISIM II€PCOHATBHBIX IaHHBIX.

- o0OecrieunBath (PU3NYECKYI0 O€30MACHOCTh HOCHUTENEeW HH(pOpMAaIH
BCEMU Pa3yMHBIMHU CIIOCO0AMU;

— M3BeUIaTh OTBETCTBEHHOMY  3a  OpraHU3alHI0 00paboTKH
MEPCOHANBHBIX JAHHBIX O (haKTax yTpaThl (KpaXku) HOCUTENeH nHMOpMAIUH.

8.7.11pu ucnonab30BaHUM HOCUTENIEH IEPCOHANBHBIX JaHHBIX 3aMpPELICHO:

- UCII0JIb30BaTh HOCUTEIN NEPCOHATBHBIX JAHHBIX B JUYHBIX LIEJIAX;

— nepeaaBaTh HOCHUTENW TMEPCOHAIBHBIX JAHHBIX JPYyrUM Julam (3a
UCKJTFOUCHUEM aJJMHUHUCTPATOPOB);

— XPaHUTh ChEMHBIE HOCUTENU C MEPCOHATbHBIMU JAHHBIMU Ha pabounx
CTOJax, JIMOO OCTaBJIATh UX 0€3 MPUCMOTpa WM NEepeaaBaTh Ha XpaHEHUE APYyTUM
JUTAM;

- BBIHOCUTh CBEMHBIE HOCHUTEIH C MEPCOHAIBHBIMU JaHHBIMH W3
CIIy’KE€OHBIX TTOMEILIEHUH ISl padOThl C HUMH Ha JIOMY U T. 1.

8.8.JIto60e B3amMmozeiicTBue (00OpaboTka, mNpuem/mepenadya HHPOpPMALIUN)
uHuuuupoBanHoe I[lonb3oBareneM Mexay HMHPOPMALMOHHON CHCTEMOW U
HEYUYTCHHbIMU (JIMYHBIMU) HOCHUTEISIMU HH(POPMALIUM, PACCMATPUBAETCA Kak
HECAaHKIIMOHUPOBAHHOE (32  MCKJIIOYEHUEM  CIy4yaeB,  OTFOBOPEHHBIX  C
aAMUHUCTpaTopaMu 3apaHee). OTBETCTBEHHBIM 3a OpraHuzanuio 00paboTKu
NEPCOHANBHBIX JaHHBIX C MpPHUBJICYCHHEM TMoMmouu (eciu  HeoO0XOAMMO)
corpynaukoB 'AY PK «[UUT» na ocHoBanuu CornamieHus OCTaBJISET 3a COOOM
paBo OJIOKMPOBATH WIIM OTPAaHUYMBATH UCIIOJIB30BaHUE HOCUTENEH HHOpMaIUK.

8.9.Uudopmaruss 00  wucmonp3oBanuu  [lonp3oBarensiMu  HOCHUTENEH
uHbpopMaluu B UHGOPMAIMOHHBIX CHUCTEMax IMPOTOKOJUPYETCS U, MpHU
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HEOOXOJAMMOCTH, MOXET OBITh NPEJOCTaBI€HA PYKOBOAMUTENSAM CTPYKTYPHBIX
noApaszaeneHui, a takxke aupekropy ['TIOY «CJIIT»

8.10.B cmywae BbIsiBIeHHS (AKTOB  HECAHKIMOHHPOBAHHOTO  W/WIJIH
HEIEJIEBOTO MCIOJIb30BAHUM HOCUTENEeH HMH(OpMAlMU HUHUIIMUPYETCS CIIyx)eOHas
MPOBEPKA, MPOBOJUMAsI KOMUCCHEN, COCTaB KOTOPOH OMpPEAeIsieTCs OTBETCTBEHHBIM
3a OpraHu3anuio OOpabOTKM TMEePCOHAIBHBIX JaHHBIX. [lo ¢akTy BBISCHCHHBIX
OOCTOATENBCTB COCTABJIAECTCA AaKT pacCleOBaHUS HWHIUACHTA M TepeacTcs
PYKOBOJIUTEIO CTPYKTYPHOIO TMOJAPAa3JAeieHUs JUIsl OPHUHATHS MeEp COIVIACHO
JOoKalbHbIM ~ HOpMaTuBHBIM  akTtaM [TIOY  «CJIT» wu  nmeicTByloleMmy
3aKoHOAAaTENbCTBY PO.

8.11.1Ipu ormpaBke WIM Tiepenaye MEepCOHANbHBIX JTAaHHBIX ajpecaTaM Ha
ChEMHBIE HOCUTENM 3aUCHIBAIOTCS TOJIBKO IPEAHA3HAUYCHHBIE a/IpecaTaM JIaHHbIE.

8.12.BbiHOC ~ CBHEMHBIX  HOCUTEJEH  MEPCOHAIBHBIX  JAHHBIX  JJIA
HEMOCPEACTBEHHON Tepeayn aJpecary OCYILIECTBISIETCS TOJBKO C MUCbMEHHOTO
pa3pelieHust pyKOBOAUTENS CTPYKTYPHOTO MOIPa3ICIICHHUS.

8.13.CheMHBbIE HOCUTENHN NEPCOHATBHBIX JaHHBIX, IPUILICIINE B HETOAHOCTD,
WJIU OTCIIYKUBIINE YCTAHOBIICHHBINA CPOK, MOJJIEKAT YHUUTOKEHUIO. Y HHUTOKECHUE
ChEMHBIX HOCHUTEJNEH C MEPCOHATBHBIMU JaHHBIMU OCYIIECTBISECTCS KOMHCCHEH,
COCTaB KOTOpPOM OIpeAenseTcss OTBETCTBEHHbIM 3a OpraHU3aluio 00pabOTKH
MEepPCOHAIBHBIX JaHHbIX. [l0 pe3ynbTaraM YHUUTOXEHUSI HOCUTEJIEH COCTaBIISIETCS
aKT.

8.14.B ciiydae yBOJIBHEHHS WJIW TIEPEBOJIa paOOTHHKA B JIPYTro€ CTPYKTYPHOE
nojApasjeiaeHue, Npea0CTaBICHHbIE HOCUTENU MEPCOHATBHBIX JTAHHBIX H3BIMAIOTCS
U JIeNa0TCsl COOTBETCTBYIOIINE IOMETKHU B )KYpHAJIE yueTa MAIIUHHBIX HOCUTEJEH.

IX. ITPABA I1OJIb3OBATEJIA

9.1.Ucnonw3oBate UCII[Iu I'TIOY «CJIT» njis BBITOJHEHUS JOIKHOCTHBIX
00s13aHHOCTEM.

9.2.00pamiatecsi K  OTBETCTBEHHOMY 3a  OpraHu3aii  00paboTKu
MEPCOHANBHBIX ~ JIAHHBIX JJI1  KOHCYJbTAIlM TI0 TOBOJY  HCIOJB30BaHUS
nporpammHoro oobecrneuenuss U APM, Bompocam 00paOOTKM MepCOHATBHBIX
JTAHHBIX.

9.3.HanpaBnsiTh  mpeqjIoKeHUs IO  YCTaHOBKE  HOBBIX  BEpCHH
CYIIIECTBYIOIIETO MPOTPAaMMHOTO obecreueHust (¢ 000CHOBaHWEM HEOOXOIMMOCTH
3aMEHBI CTApPbIX BEPCHIl HA HOBHIE).

9.4 HampapyisiTh  NPEJIOKEHUST [0  MOJECPHU3ALUM  ITPOTPAMMHOTO
obecnieuenusi, pazpadbareiBaemoro B ['TIOY «CJIT» unm no 3akazy ['TIOY «CJIT».

9.5.HanpaBnsith mOpemsiokeHUss MO YCTaHOBKE HOBOro (a  Takxke
JOTIOJTHUTENBHOT0)  MPOTPAaMMHOIO  obecrnedyeHuss (C  yKa3aHMEM  LEJHu
MCIIOJIb30BAHUS, IPEUMYILIECTB MEPE/ CYIIECTBYIOINIMMH aHAIOTaMu ).

9.6.Hamnpapyste npeasioxkeHus no moaepHuzanuu APM (3aMeHbl Ha HOBBIE
aHaJIOTH), ¢ 00s3aTeTbHBIM OOOCHOBAaHMEM 3aMEHBI W yKa3aHHUEM MPEHMYIIECTB
nepes1 CyLIECTBYIOIIMMU aHAJIOraMHu.

9.7.Ilomy4aTh KOHCYJIBTAIIMH U PA3bSICHEHUS 110 HOPMATUBHEIM JIOKYMEHTaM,
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periaMeHTUPYIOIUM padoTy ¢ nepcoHaIbHBIMU JaHHBIMU B ['TIOY «CJIT».
X. OTBETCTBEHHOCTb

10. ITonp30BaTenh HECET MEPCOHAIBHYIO OTBETCTBEHHOCTh 32 CBOM JIEHCTBUS
i 0e3/ieiicTBUE, KOTOPhIE MOTYT MOBJIEYb 3a CO0O0M pasrianieHue NepcoHaIbHBIX
JTAHHBIX, a TAKXKE 32 HapylleHue HopMaiibHOro pyHkimonupoBanus MCII/In wim ux
OTJICJIbHBIX KOMIIOHEHTOB, HECAaHKIIMOHUPOBAHHBIM J0CcTyn K HHGOpMAlMU B
COOTBETCTBHE C 3aKOHOAATelbcTBOM Poccuiickoit ®denepanuum U JOKaJIbHBIMU
HopMmaTuBHBIMH akTamu [ TIOY «CJIT».



JIuct o3nakomienus ¢ «MHCTpyKIMel nmonb3oBarens o paboTe ¢ mepcoHaTbHBIMU
JAHHBIMI

No IT
dUO JOIKHOCTB OJIITHCE,
/o marta




