Mpunoxenne No2. Uudopmanmonnag AMSITKA 1151 0byyaromuxes qig PasMemenns na
opuIHANLHBIX Hmepue'r-pecypcax

BOSMOXHOCTeH, HHTepHer mecer y npoGieMel. Ata nmamsria AO/DKHA IOMOYs Tebe Gezomacwo
HaXoOuTECH B CETH.

Komnviomepneie 8uUpycol

JIONIONIHEHHE K 3TOMY, BHpyCHI MOTYT NOBPET MM MONHOCTEIO YHHYTOXHTh Bee aifin
AQHHBIE, MOKOHTPOILHEIE TIOJIb30BATEIO, OT HMeHH KOTOporo Gkura 3amymena 3apaxkénnas

Metons! sammTs; or BPEIOHOCHBIX IIpOrpamm:

1 Hcnonssyit COBPEMEHHbIE OnepauHoHHLe CHCTEMEI, HMeroTHe CEPBE3HEIH ypoBeHs
3aIIATEI OT BPEOHOCHBIX nporpamm;

2. Tlocrosmno YCTaHaB/IMBail nayry (upoBsie 3alNaTKH, KOTOpkhIe 4BTOMAaTHYeCKH
YCTaHABIMBAIOTCH ¢ nefpio opabrku TPOrpamMMBl) H apyrue OGHOBNEHNs cBoei
ONEPAllHOHHOM CHCTeME], Cxa4usait ux Tompko ¢ OdHLHATEHOTO cajita paspaboryuka

TBOEM NepcoHaNBEHOM KOMIIbIOTEpE;
4. Hcnonsayi dHTHBUDYCHBIE IIPOrpaMMHEIe IIPOXYKTEI U3BECTHBIX TIpoH3BOAHTENEH, ¢
aBTOMAaTHYECKHM 06GHOBICHHEM Oas;
Orpaunys dusmrueckuis AOCTY K KOMIIBIOTEpY suIs TIOCTOPOHHHX JiuIy;
6. Hcnoms3ayit BHCITHHE HOCHTe/TH HH(OpPMaLuy, Takue kak $nemxka, muck wy Gaitr 3
HHTEPHEeTa, TOIBKO M3 npodepennnrx HCTOYHHKOB;
7. He otkpemaif KOMIBIOTEpHEIE (haiiiei, TIOTy9eHHEIE M3 HeHan&KHEX HCTOYHHKOB,

Haxe Te daitner, KOTOpEIe mpucnam Teol 3HaKombH. Jlyume yroumy Y Hero,
OTIIPABIIAN 1 OH TeGe ux.

Ln

Cemu WI-FJ

Fi cetn ne SABIIAIOTCS Geaonacnhmn.

Cogersr o Gesonacrocry pabore B obwmenocTymHEIX cersix Wi-fi:



1. He nepenmasmait csoro JIHYHYIO HHQOpMaIiio yepes obmenoctynneie Wi-Fj CeTH.
Paboras B mux, XKEIATeIbHO HE BBOAHUTH Napo/I  10CTyna, NOruHsl u Kakue-To

BBIXOJ1a B COLIHAIbHEIE CETH HIIH B JJICKTPOHHYIO no4ry;

5. Hmnone3syii tomsxo SAlUHMIICHHOE COeHHEHHe depe3s HTTPS, a we HT IP, T.e. mpu
Habope Beb-azpeca BBOIM uMeHHO «https://»;

6. B wmobmisHOM TenedoHe  OTKmMOYH dyrxkmmo  «Ilogkmovenye K  Wi-Fi

aBTOMaTH4YecKuy. He AONyCKal aBTOMAaTHYECKOro MOKIIIOYCHHS YCTPOHCTRa Kk CEeTAM
Wi-Fi 6e3 tBoero coryiacus.

Coyuansuvie cemy

TaM TOCTOAHHO, a B Facebook Y€ 3aperucTpupopan MHJLTHAp/ 4eJI0BeK, 4TO ABiIseTcs OZTHOH
CENbMOH BCeX jKuTenell mianers; MHorue nonssosarenn ge TIOHHMAIOT, 4TO HHpOpMamus
PA3MCICHHAS UMH B COLMATBHELX CeTAX, MOXeT OBITh Haliena u HCIOMBE30BaHA KEM yromHo, B
TOM 4HCIIe He 00s13aTeNbHO ¢ Onaramu HaMepeHHsMH,

OcHoBHEIe COBETEI 10 6e30macHoCTH B COLHANIbHBIX CeTSX:

1. Orpanmas crucox Apysed. YV r1ebs B APY3bSX HE JOKHO OBITH CIIyYaMHBIX M
HE3HAKOMBIX Jiofieii;

2. Bammmaii cporo HacTHYIO xu3Hb. He ykasnisai l1apom, Tenedonsl, ampeca, nary

IPOBECTH KAHHKYIIBI;

3. 3amumaii ceoro PCIYTalHIO - 1epxu ee B uncToTE H 3anaBaii cebe Bompoc: xore OB1
TBl, 9TOGBI Apyrue mons3oBaTemy BHJICIH, YTO TEI 3arpysxaems? Honymaii, npesxze
€M 4TO-TO Omy6mMKOBaTh, HamMcaTs K 3arpy3uTh; '

K OZHOMY MecTy, a He Bo Bce Cpasy.

nekmponnvie Oenveu

ONeKTPOHHEIe feHbry — 9TO O4€Hb ynoOHBI croco6 I1arexest, oguaxo CYIIECTBYIOT
MOIICHHUKH, KOTOpBIE XOTST HONYYUTE 5TH neHsry,

QHCKTPOHHBIC ACHBI'H TOSBHIIHCE COBCEM HeaBHO H HMEHHO u3

32 3TOro0 BO MHOrmx
rocyapersax o cux TIOp He nponucano npo uux s 3aKOHax.



Onextpon
TIOIIYICHHIO 3JIEKTPOHHEBIX CooOmenuit, KoTophIe pacnpenensiorcs s KOMIIBIOTEPHON ceTy.
OO6sryno JNICKTPOHHBIH  MOYTOBEIH AMK  BBINIAOUT CTCYIomHM  o6pazowm:;

Hmﬁnonmonarenx@m_nomena. Taxxe xpome TI€pefay  mpocToro Tekcra, HMeeTcs
BO3MOXHOCTE Iepenasarsy baiine.

TICPBEIH B peliTunre;

2. He ykassmaif 5 JIYHOH 1oYTe JHdHyI0 uH(pOpManmIo, Hanpuwmep, nyume BeIOpaTh
“MY3BIKIBHBIH_hanat@y wu «pox2013» BmecTo «reMal3y;

3. Hcnoms3yit ABYX3TAIHYIO aBTOPH3aLmIO. Do Koraa momumo naposns HYXXHO BBOIUTE
KOJ, mpHChUTaeMBIi 110 SMS;

4. Beibepn cnoxmpri napons. Jing kaxoro TIOYTOBOrO sIMKa NOKeH 6Ty CBOI
HaNCXKHbIH, yCTONYHBELY K B3JIOMy napoip;

5. Ecim ecrs BO3MOXHOCTh HammcaTh CaMOMy CBOH IHuHBLf BOIIPOC, Henoms3yii Ty
BO3MOXXHOCTB;

6. Hcnons3syi HECKONBKO MOYTOBBIX SmmKop. Ilepsenit g YaCTHOH nepemmcky ¢
alpecaTaMy, KOTOPBIM Tg AOBEPACIIL.  3TO  sneKTponHbH anpec He Hano
HCII0JIB30BaTh IpH PETHCTpanuy Ha Gopymax u caiirax;




Kubepbynnunz yny, SUpmyanvHoe usoesamenvcmeo

KubepGymmuar — npecienoBanue coobmennsamu, Ccomep xamumu OCKOpOneHus,

arpeccHio, 3amyrupanpye; XYJHTaHCTBO; COLHATbHOE GolikotnpoBanme ¢ TIOMOWIBIO pa3Hynpx
HHTEPHET-CepBHCOB,

2. Ynupasusit caoeit mﬁeppenymuneii;
3. AHoHHMHOCTS B CeTH MHHMay. CyLueCTBymT Croco0k1 BBIACHHTB, KTO CTOMT 3a

8. Ecmn 1R CBHACTENb  KuGep6ymmmura, Tsou neiicraug: BRICTYNIUTE  nporup
TIpecnenoBarens, mokasars, €My, 4YTO ero pneiicreug OUCHHBAIOTCA HeraTusHo,

To/iepxaty  xkepray, KOTOpO#  HysxHa HICHXONoruyeckas momomy, Co00ImuTH
B3POCIBIM 0 (akTe arpeccusroro TIOBe/ICHHS B ceTH,

Mobunorui meneghon

CoBpemennzre CMapTPOHBl M mraHmeTH colepxar B cefe Bmonme B3POCITBIH
(yaxnmonan, y TeIepb OHM Moryr KOHKYpHpOBaTh co CTallMOHapHBEIMY KOMIBroTEpamy,
Oznaxo, cpencrs SALOMTBI VTS 10106 HBIX YCTPOHCTB noka ouens mayo. Tecrrposanue y TIOHCK

YA3BEMOCTEH B Hpux NPOMCXOJHT He Tak HHTEHCHBHO, kak juis 1K, 1o e camoe Kacaercq g
MOOHIIBHBIX IIPHITOXKEHHI],

OHAkO pacmupenue byHKImONANa Bjeyer 3a coboii Gompimyro CHIOXHOCTE M MeRbImyto
3alHIEeHHOCTS.

Haneko we Bce [Ipou3BouTEIH BBITyCKalOT 00HOBEHNS, 3aKPBIBAIOIIME KPHTHYecKye
YA3SBEMOCTH 115 CBOMX YCTpoicTs.

OcHoBHEIe coers; s 6e3onackocTy MOGHIIEHOTO Tenedona;

1. Hugero ge ABJIAETCS TO-HacTodmemy GecriaThpmy Byns OCTOpO3KeH, Bexb korja
Tede mpennararor GecrutaTpri KOHTEHT, B Hem MOTYT GBITE CKPBITBI Kakue-To
IIaTHEIE yeryry;

2. lymaii, TIpeXne 4eM ornpasuTy SMS, ¢oto uny BHzeo. Tel Toypng 3Haels, rae ogy
6yayr B KOHEYHOM HTOre?

Heo6xo0mimo 06HOBJIsTE OnepaunoHnyIo CHCTEMY TBOero CMaprdona;
4. Hcnons3yi AHTHBUPYCHBIe IIporpamMmsr ms MOOHITEHEIX Tele(OHOB;
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5. He 3arpy:xait npuI0)KeHUsI OT HEH3BECTHOTO HCTOYHHKA, Beb OHH MOTYT COJEPKaTh
BPEIOHOCHOE NMpOrpaMMHOe obecreyeHue;

6. Ilocne Toro xak ThI BeIZEIIb ¢ caifTa, rie BBOAWII JTHYHYIO HH(OpMaLHIO, 3ali1y B
HacTpoiky Opaysepa U ynanu cookies;

7. Ilepuonuyecku npoBepsit KaKue IUIATHBIC YCIYTH aKTABUPOBAHBI HA TBOEM HOMEDE;

8. JlaBait cBoit HOMEep MOOGHJIBHOTO TenedoHa TOJNBKO JIOAAM, KOTOPBIX THI 3HACIb H
KOMY JOBEpSCILb;

9. Bluetooth momxeH ObITh BBIKJIFOYEH, KOrja Thl MM He mojib3yeurbes. He 3a0piBaif
HHOTZIa IIPOBEPATH 3TO.

Online uepwi

CoBpemeHHBIE OHJNAHH-UIPHI — 3TO KpacOYHBIe, 3aXBaTHIBAIOINHE pa3BJICYEHHS,
O0BEMHSAIOIME COTHH THICAY YeJOBEK MO BceMy MHpY. MIrpOKH HCCNERyIOT NaHHBIA UM MHD,
obwaroTes ApYT C APYroM, BHIMOIHSAIOT 3aJaHKs, CPAXKAIOTCS C MOHCTPAaMH M IOIYYalOT OIBIT.

3a YAOBOJILCTBHE OHH IUIATAT. MOKYIIAKOT JHMCK, OIIAYHBAIOT abOHEMEHT HIH npno6pe'ra10’r
KaKHE-TO OIILHH.

Bce ot cpencTtsa mMAyT Ha NoOJJep)KaHWE M pPasBUTHE MIPHL, @ TAKXKE HA camy
0e30macHOCTE: COBEPIIEHCTBYIOTCS CHCTEMBI aBTOPH3AllMH, BBITYCKAIOTCS HOBBIE IATYH
(umbpoBsIe 3amuIaTKy IS IPOrpaMM), 3aKpHIBAIOTCS YSI3BHMOCTH CEPBEPOB.

B nomoGHBIX Hrpax CTOHT OnacaTrbCs HE CTOJIBKO CBOMX COICPHHMKOB, CKOJIBKO KpaKH
TBOCT'O IApOJiA, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOpHU3allHH OonbUIMHCTBA HID.

OcHoBHBIE COBETHI IO 6€30MACHOCTH TBOETO UIPOBOTO AKKAYHTA:

1. Ecnm npyroi urpok BezieT cebs III0X0 WIH cO3JaeT TeGe HEeNPUITHOCTH, 3a610Kupyi
€ro B CIIHCKE UTPOKOB;

[loxanylcs anMHHHCTpaTOpaM MIphl Ha I[UIOXO€ IIOBENCHHE ITOrO HIPOKa,

MEJIaTeNbHO PUIIOXKHTE KaKHe-TO J0Ka3aTelbCTBa B BHAE CKPHHOB;

He yxaseisait muanyro nHbOpMaLHIo B ipodaiisie urpsr;

VYBaxxail Apyrux yJyacTHHKOB IIO HIpE;

He ycranasnuBaii HeoHUMaIBHEIE IATYM U MOJIBL,

Hcrnone3yit c10)KHbIE W pa3sHbIe MapoJIH;

Jlaxke BO BpeMs HIPHI HE CTOMT OTK/IOYATh aHTHBMpYC. IToka ThI Wrpaems, TBoM
KOMITBIOTEP MOTYT 3apasHTh.
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Durunz UNU KPaNca MUYHbIX OaHHbIX

OOGBruHO# Kpaxel neHEr M NOKYMEHTOB CErOAHS Y€ HHKOrO He YAHBHINb, HO C

PasBUTHEM HHTEPHET-TEXHOJIOIHMH SIIOYMBIIVICHHHMKH IIEPEMECTHIHCE B HMHTEPHET, H
TPOJIOJDKAIOT 3aHUMAThCS (JIIOOMMBIMY JIEJIOM.

Tak noseunace HOBas yrposa: HHTEPHET-MOIICHHHYECTBA HIIH (bHIHI-‘IHF, TllaBHas ILEelb
KOTOPOro COCTOMT B ITOJIYYEHHH KOH(bHJICHHHaJlBHbD( JAHHBIX MOJB30BaTENIell — JOTHHOB U

napoeii. Ha anrmuiickom si3pike phishing untaercs xak duumar (ot fishing — pri6nas nosus,
password — 1apons).

OcHoBHBIE COBETHI 110 GOpLOE ¢ HHUIHHTOM:

1. Cnenn 3a cBomM akkayHToM. Eciu ThI MOJ03peBaciib, YTO TBOS AaHKeTa ObLIa

B3/IOMaHa, TO HeoOX0AMMO 3abJIOKHpPOBaTE €€ M COOGIHTEH aJIMHHHCTPATOpaM
pecypca 00 3ToM Kak MOXHO CKopee;




2. Henons3yit 6GeszomacHsie BeO-CaliTkl, B ToM wmcle, HHTCPHET-MAara3uHoB W
NOHCKOBBIX CHCTEM;

3. Hcmons3syit cnoxusie u pasHble maponu. Takum oGpasom, ecnu Tebs B3JIOMAIOT, TO
3TOYMBIIUICHHUKH MOTy4aT AOCTYII TOIBKO K OJHOMY TBOEMY IIPO(UIIO B CETH, a He
KO BceM;

4. Ecnm 1ebst B3nomanm, To HEODXO/MMO IpeNYNPeNUTh BCEX CBOMX 3HAaKOMBIX,
KOTOpEIE 100aBIIeHBI y Te6st B APy3baX, 0 TOM, 4TO TeOs B3JIOMATH H, BO3MOIXHO, OT
TBOCTO HMEHM OYZET pacChUIATLECS CIaM ¥ CChUIKH HA (uUIHHATOBEIE CcaifThI;

5. VcTaHOBM HaaeKHBIH napoms (PIN) na MoGuIbHBILH Tenedon;
6. OTkmoun coxpaHene napous B 6paysepe;
7. He oTkpsiBait aiinsr u APYTHE BJIOKCHUS B NHCHMaX NaKE €CIH OHM IPHUILIH OT
TBOHUX npyseh. Jlyuie yrounn y uux, oTnpasmnsmm m onu Te6e 9TH daiel.
Hugpposas penymayus

[udposas penyramms - sto merarusuas HJIH IIO3UTHBHAS MHPOPMALKA B CETH 0 Tebe.
Komnpomerupyromas HHOpManMs pasMemieHHas B HHTCPHETE MOXET Cepbe3HBIM 00pazoM

OTPasHUTLECA HA TBOEH pealbHOH JKH3HH. «ucporas penyrauusy - 310 TBOI HMHJUK, KOTODBIMH
dopmupyercs u3 HH(pOpMaIHH 0 Tebe B HWHTEpHETe,

TBoe mecTo xurenscrsa, yuebl, Troe (unancoBoe nonoxenue, 0cobeHHOCTH Xapaxrepa
H paccKaspl 0 OJIM3KKMX ~ BCE 3TO HAKAILUIMBACTCS B CETH.

MHoOrHe moxpocTky JerkomsicIeH o OTHOCATCSH K IyONUKALMH JTHYIHON uHbOpManuu B
WHreprere, He moHMMas BO3MOKHBIX nocnencTui. Thl naxe He cMoxems moramathes o TOM,
4To poTorpadus, pasmemennas 5 et Hasaj, cTala IpHYMHOR OTKa3a NPUHATE Te6d Ha pabory.

KommenTapun, pasmemenne Troux Gotorpadmit u napyrme peitcrBus MOI'YT He
HCYE3HYTh NaXK€ IIOCIE TOro, KaK Thl HX yramamws. Tel He 3Haems, kTo COXpaHHJI 3Ty
HH(OPMAIMIO, 1IOIIA/Ia JIH OHA B MOHCKOBEIE CHCTCMBI H COXpaHWJIACh JIH OH4, a ITIABHOE: YTO
noxymMaioT o Tebe OKpyKaromee Joau, KOTOpBIe HAWAYT ¥ yBHAAT 3T0. Haiitu HHDOpMaNHIO
MHOIO JIET CIYCTS CMOXeT Jo6od — Kak u3 HOOpBIX MOGYXAeHUH, Tak u ¢ HaMepeHueM
NPHIHHATE Bpesl. ITO MOXKET GBITh KTO YroIHO.

OcHoBHBIE COBeTHI 110 3amuTe LUGpoBoik penyTanum:

1. TMomymaii, mpexxae yem 4TO-TO nyOMMKOBaTh U nepenasars y cedst B Giore wiu B
COIIMATbHOM ceTH;

2. B Hacrpoiikax npodus ycraHoBU OTpaHHY€HHs] HA IIPOCMOTP TBOErQ 1npoduns u ero
CONICPIKUMOrO, CAenai ero TOJbKO «JULsi Apy3ein;

3. He pasmemait u ne yxassmait HH(OPMALMIO, KOTOPas MOXKET KOro-mubo OCKOpOIATE
MM OOHIKaTh.

Aemopckoe npaso

CoBpeMeHHbIE IIKONBHEKM-— aKTHBHEE MOJIb30BATENH IMPPOBOrO MpoCTpaHCTRa.
Onmnako naneko He Bce 3maroT, uTo HOJIE30BAHHME MHOTHMH BO3MOXHOCTSMH IIH(POBOrO MHpa
TpebyeT cobmonenus npas ua HHTCIUIEKTYIbHYIO COOCTBEHHOCTD.

Tepmun “HHTCIUICKTyalbHast COGCTBEHHOCTB) OTHOCHTCS K PasIMYHBEIM TBOPEHHAM
HC/IOBEYECKOr0 yMa, HAYHHAS C HOBEIX H300peTeHnH u 3HaKoB, obo3navalomux co6eTrenHOCTS

Ha TpPOAYKTBI M YCIYIH , W 3aKaH4uBay KHHTaMH, oTorpadmsmu, KkunoPumBEMAMH 1
MY3BIKaIbHBIMHU ITPOU3BEICHUAMH.



ABTOpCKHE ITpaBa — 310 Npasa Ha HHTCJUICKTYalIbHYIO COGCTBEHHOCT Ha IIPOH3BENCHMS
HayKH, JIATEPaTypbl H HCKyCCTBA. ABTOPCKHE NPABA BHICTYIIAIOT B KAYECTBE rapaHTHH TOTO, YTO
MHTCILICKTYQ/IbHBIH/ TBOPYECKHIi Tpya aBTOpa He OyleT HalpacHEIM, 1acT eMy clpaBeHBEIC
BO3MOXHOCTH 3apaboTaTh Ha pesyibTaTax CBOEro Tpyna, TMOJTy9HTh H3BECTHOCTD U NPHU3HAHME,
Hukro 6e3 paspemenus aropa me moxer BOCIIPOM3BOZHTE €I0 IPOH3BE/ICHHE, PACIPOCTPAHSATS,
MyONHYHO JIeMOHCTPHPOBATE, 1poZiaBath, HMIOPTHPOBATh, NyCKaTh B IIPOKAT, MyGIHYHO
HCIIOHSATD, OKA3BIBATE/UCTIONHATE B 3QUPE MM pasMemars B Hurepuere.

HcnonesoBanue «muparckoroy IPOrPaMMHOTO 00ECIIEYCHHs MOKET IPUBECTH K MHOTHM
PHCKaM: OT NOTEPH JaHHBIX K TBOMM AKKayHTaM 0 ONOKHMPOBKH TBOEro ycrpoiicTsa, rie
YCTAHOB/ICHHbIH He JeraibHas nporpamma. He CTOMT Tarxke 3abbiBaTh, 4YTO CymmecTByeT
JleralbHble 1 GecTuiaTHBIE IPOrpaMMbI, KOTOPEIE MOXKHO HAHTH B CETH.

O nopmane

CereBnyok.pd — TBOM ryiaBmBI COBETUHK B CETH. 31€Chb THI MOXEWb Y3HATH O
0e30macHOCTH B CeTH MOHATHEIM U AOCTYIHBIM S3BIKOM, & NPH BOSHHKHOBEHHH KDPHTHYECKOi
CHTYyallMH OOpaTHTBCS 3a COBETOM. A Taike [IPHHATE Y4aCTHE B KOHKYPCaX M CTATh CAMBIM
LH(POBEIM IpakIaHHHOM !




